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@) Exchange Course Outline
w e MSTP

* Introduction to Microsoft Exchange
» Overview of Microsoft Exchange
« Exchange Server Architecture
« Designing an Exchange Organization

* Installation of Microsoft Exchange
« Exchange Topology
* NT Dependencies
« Services Account
* Installation Types
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Course Outline Cont...

MSTP

« Exchange Administration and Configuration
* Microsoft Exchange Server Administrator
» Creating and Managing Recipients
 Site Configuration
* Organization Configuration
« Exchange Connectors

 Exchange Management and Sustainment
« Maintaining an Exchange Server Organization

Microsoft Exchange Server Monitors

Microsoft Exchange Link Monitors

Microsoft Exchange Backup and Recovery

Best Practices for Microsoft Exchange

7/31/2002 3



Course Outline Cont...
MSTP

* Exchange Clients
* Microsoft Outlook 2000

* Profiles
e Server Based and Offline use
e Qutlook 2000 as a Collaboration tool

« Exchange Server Integration with the

Internet

* |Internet Client Access Protocols
* Lightweight Directory Access Protocols
* QOutlook Web Access

7/31/2002 4



MSTP

Introduction To
Microsoft Exchange
Server
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| Overview of Microsoft Exchange
- e~ MSTP

Shared-File Messaging Systems
Client/Server Messaging Systems
Exchange Server Compatibility

* Windows NT Security Integration

7/31/2002 6



@) Shared-File Messaging Systems
R < MSTP
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lient/Server Messaging Systems
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Exchange Services
MSTP

Services that are provided by Exchange:

7/31/2002

Data Storage
*Directory Storage

Comm between sites and other mail
systems

Data replication
Mail delivery

«Administration



@ Exchange Server Compatibilit%I
"‘,Né e it MISTP

« Support for messaging Standards
. X.400
. X.500

« Internet
- MAPI

« Support for Client Operating Systems.
« NT
 Windows 2000, 98, 95, and 3.X
« Exchange Coexistence with other Messaging
systems.
* Netware
* Unix
* Apple Talk

7/31/2002 10
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Security & Integration
B ——— ||| 5 1

* Secure Single Log on

e Must run on an NT Server
« Utilizes NT Access Control Lists (ACLSs)

* Discretionary Access Control
* Private Information Store
e Public Information Store

* Auditing
 Significant events
« Services & Directory objects

7/31/2002 1



@) Exchange Server Architecture
A3 N,

 ORGANIZATION

— Only One Organization

« SITE

— Many sites in an Organization
— Communicate via connectors

« Servers
— Many servers in site
— Contain server recipients

7/31/2002 12
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=) Hierarchy Details...
B e———————— | [ =

* Organization

— The Exchange organization comprises all the
Exchange Servers that have the same property
value in the field Organization

— Once installed it cannot be changed

— Organization is inherited from an existing server if
joining a site

— Often set to the company name; however, since

the value cannot change it must be considered
carefully

7/31/2002 14



Hierarchy Details Cont...
. M1 O | P
e Site

— The Exchange Site is defined as a series/grouping
of Exchange Servers that are logically connected

and participate in automatic exchange of data via
RPCs (remote procedure calls)

— Directory information of all servers within the site
are automatically replicated to each other.

— Available bandwidth between Exchange servers is
always a consideration when planning a site.

« Bandwidth must be able to support RPC (typically
Microsoft has quoted the minimum figure as 56kb).

 No control over the inter-server comm within the site
7/31/2002 15



@)  Hierarchy Details Cont...
Y S —————————————————— MSTP

* Exchange Servers

— Bridgehead Server
 Typically the first installed within a Site
* Directory replication between sites

* Maintains the Gateway Address Routing Tables
— All others

* Hold local users mailboxes
* Hold public folders
* Support server connectors between sites

— Communications
7/31/2002 16



@ Component Communications
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* Core Components

— System Attendant
— Directory Service
— Message Transfer Agent
— Information Store

» Additional Components

— Provide additional communications capabilities

7/31/2002 17
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Core Components

System Attendant

Directory Service

Message Transfer Agent (MTA)

Information Store Public / Private

MSTP

18



@  System Attendant (SA)
- IS TP

Generation of all new email addresses
*Checks directory store database consistency
*Builds routing tables

*Used for tracking messages and logging

7/31/2002 19



Directory Service
—_—————————————————MSTP

Controls the Directory Database (dir.edb)
— Lists all objects in an Exchange Server
— Public folders

Acts as phone book for Exchange Site

« Based on directory services standard (ISO
X.500)

Only initiates directory replication

7/31/2002 20



@) Message Transfer Agent (MTA)

« Determines routing of messages
« Sends mail out of an Exchange Server or Site

« Expands Distribution Lists

— Calls DS to expand and then makes routing
decision

Talks to system attendant
— Used for logging

7/31/2002 71



Information Store

MSTP
« Controls two databases (no limit in size)
— priv.edb
 Private Info Store messages are addressed to
the user
— pub.edb

* Info for users to browse

* Delivers mall to users on same exchange
server

* Enforces storage limits
* Replicates Public Folders

7/31/2002 2



Additional Components

. Internet Mail Service
[y

Internet News Service

icrosoft Mail Connector

s

Directory Synchronization
q

Schedule+ Free/Busy Connector

MSTP

utIook Web Access

Connector for Lotus cc:Mail
N Connector for Lotus Notes
IE ;!.

Key Management Server

EDK-Based Connectors

| Event Service

23



@) Exchange Server Recipients
y —_— e MSTP

* There are Five types of Recipients
. Mailbox (Inbox)
. Custom Recipient
- Distribution List
- Public Folder
- Hidden Recipient

7/31/2002 24



§ Designing Exchange Topology

MSTP

%

)

A
2y
Q'

NO are your users

nat type of Network do you have

nat type of NT Domain do you have

nat type of Naming Strategy do you have
* How are you going to link your sites

« What type of Public folder infrastructure do
you have

 Other Considerations
* Review your plan

W
W
W
W

7/31/2002 25



Creating a Geographic Profile
B —— ||| 5 1

, o {
Geographic Profiles Include: E' :
 Locations ?(?gon

* Major Network Connections .
and Topology \ & i
« Exchange Server Sites

~ <~
..
e Number of Users 5' \T

* Connection Types Between
Sites

 Public Folder Topology /

7/31/2002 é 26



@) Naming Strategy
Ny  ———deeee IS TP

* Choosing an Organization Name

— Maximum of 64 characters, case sensitive

* Assigning Site Names

— Maximum of 64 characters, case sensitive

* Creating Unique Server Names

— Maximum of 15 characters, with character restrictions

7/31/2002 27
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Microsoft Exchange
Server



) Installation of MS Exchang
MSTP

* Preparing for an Exchange Installation
» Organizational Contexts for Installation
» Post-Installation Considerations
 Common Installation Issues

* Exchange Server Service
Dependencies

* Installation Optimization

7/31/2002 30



=) Preparing for Installation
w — _MSTP

* System Requirements
— Exchange Server Enterprise Edition (SP-3)
— NT Server Version 4.0 (SP-6)

— TCP/IP
— Microsoft Internet Information Server 4.0

 Hardware Requirements
— P60 or faster
— 150 MB of disk space
— 24 RAM

7/31/2002 31
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Preparing for Installation Cont...
J —_— M STP

N
S 4

* Windows NT Dependencies
— Windows NT Permissions

— Site Services Account
* Logon as a Service
* Restore Files and Directories
 Act as Part of the Operating System

— Exchange Server Permissions
« Exchange Admin account

7/31/2002 32



Services Account

MSTP

%]

Site Services Account

X

Chooze the services account and hipe the pazsward,

Account M ame: ID DA exzervice Browse... I

Account Password: I kkkkkkkk

k. Ezit Setup Help

*Run User Manager for Domains to create the
account, switch back to Setup, and then proceed
with the installation process.

7/31/2002 33



@ Preparing for Installation Cont...
W e ———ISTP

» Types of Installations:
— Typical
— Complete/Custom
— Minimum
* Three scenarios:
— Creating a New Site
— Adding a Server to an Existing Site
— Upgrading a Server Within a Site

7/31/2002 34



@) Adding a Server to an Existing Site_

» Reasons for Joining an Existing Site
— Creating a dedicated server
— Scaling

— Replacing an Existing Server

 Windows NT Security Requirements

7/31/2002 35



Installation

MSTP

Run k [ 7] X]

Type the name of a program, folder, or document, and
Windaws will open it far pou.

L Microzoft Exchange Server Setup |
I | Eurim Sepanate Meman Space h
Welcome to the Microsoft Exchange Server Setup
Ok I Canecel progranm.

Setup cannat ingtall system files or update shared files if they are
in uze. Before proceeding, we recommend that vou cloze any
applicationz vou may be running.

For information on clozing applications without exiting Setup,
chooze Help.

wiARMIMG: Thiz program is protected by copyright law and
international treaties.

Inhauthonzed reproduction or digtnbution of thiz program, or arp
portion of it, may result in zevere civil and criminal penalties, and will
be prozecuted to the marimum extent poszsible under law.

E xit Setup Help

7/31/2002 36



Types of Installation

MSTP

Typical

Microsoft Exchange Server will be installed with the most
common options.

Complete/Custom

Microsoft Exchange Server will be installed with only the
options you select.

Minimum

Microsoft Exchange Server will be installed with the minimum
required options to run.

Directory:

C:\exchsrvr Change Directory

Exit Setup Help
7/31/2002 37




@ Post-Installation Considerations _

* Optimizing the Server
 Default File Locations/Structure
 Share Point Permissions

* Installing Only the Administrator
Program

7/31/2002 38



Optimizing the Server

MSTP

Microsoft Exchange Server Setup E

Microsoft Exchange Server Setup has
completed successfully.

You can now optimize your Exchange Server
installation for this specific machine by running
the Exchange Server Optimizer. The Optimizer
can also be run at a later time.

Exit Setup I

*Run the Performance Optimizer Wizard

7/31/2002 39



File Locations/Structure

MSTP
= :] Exchsrvr
ey — :l Addlns
I [— :l AddreSS

& | Bin

.................. :l Ccmcdata
[ :l Connect
.................. :l Dsadata
.................. " | Dxadata
.................. :l Imcdata
................. :l Insdata
- :l Mdbdata
.................. " | Mtadata
freesssnenneend :l Res
EB:' Sampapps
S :| Tracking.log
31000 :l Webdata 40




Share Point Permissions

MSTP

@ Exchsrvr

g | Add-ins

IG? Address

7/31/2002 41



Installing the Administrator Program

Microsoft Exchange Server Setup - Complete/Custom MSTP

In the Options list, select items you want installed; clear items you do not want installed.

If you want to install only part of the selected option, choose Change Option.

Options: Description:
[ZS%0E | All components required for a fully
Microsoft Exchange Administrator 6304 K | configured Microsoft Exchange
Books Online 8288 K | Server
Outlook Web Access 14464 K
Change Option... ‘

Directory for Currently Selected Option:

C:\exchsrvr |

Space Required on C: 131664 K

Space Available on C: 1746080 K

Continue Cancel Help

7/31/2
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Exchange Administrator Tour

&, File Edit “iew Tools indow Help =
[msTPozE =l i [le=] [i5 | || e ] 3lE0ew
- @ MCSC Display Name 4 | Modified
i@ MCTS5A ’; Add-Ins 124311397 212 PM =]
@ MOwWL 5 Addressing 1243119397 212 PK
- & MFE g Connections E/30/1933 7:00 PM
- & MFR % Directory Replication 12431997 212 P
- & WMFRCPP [mm] Monitors 124311397 212 PK
i@ MIRAMAR k-t Protocols 8/1/,2000 3:00 P
i@ MSGEM % Servers 124311397 212 PK
- @ MSTP .ﬁ [5-Site Conrnector 8/21/2000 10:30 Akd
(=5 Canfiguration Infarmation Store Site Configuration E/30/2000 3:33 PM
Ed Addins 21 M T4 Site Configuration 5/28/1998 4:36 PM
= @ Addressing Site Addrezsing 8/23/52000 3:39 Ak
@ [Dretailz Templates % Site Encrpption Configuration 1/8/1998 2:34 PM
@ E-Mail &ddress Generators
{ E--E* One-Off Address Templates
@ Connections
¥y Diirectory Replication
M onitors
@ Protocals
% Servers
= E CalllE
Private Information Store
@ Frotocals
FPublic Information Store
Server Recipients
MOGCal02
Private Information Store
%f' Frotocols
Public Infarmation Stare
€7 Server Recipients
M5TFPOZE
Private Information Store
%‘ﬁ_ Pratacals
FPublic Information Store
Server Fecipients
- % MISC ADDRESSES
— E% MSTP Email Addresses
- & MNEWRIVER -
- & NOC
[l NOCPwD ¥
=l g PERMNIEFTOAR LI ll LI—‘
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MSTP

Microsoft Exchange
Lab #1

Installation

45 Minutes

7/31/2002 44
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Exchange
Administration and
Configuration
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Parts 3 & 4
MSTP

« Exchange Administration and Configuration
* Microsoft Exchange Server Administrator
» Creating and Managing Recipients
 Site Configuration
* Organization Configuration
« Exchange Connectors

 Exchange Management and Sustainment
« Maintaining an Exchange Server Organization

Microsoft Exchange Server Monitors

Microsoft Exchange Link Monitors

Microsoft Exchange Backup and Recovery

Best Practices for Microsoft Exchange

7/31/2002 46
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@) Exchange Admin and Conf
w —e——————M\ISTP

« Exchange Server Administrator

» Creating and Managing Recipients
 Site Configuration

» Organization Configuration

* Exchange Connectors

7/31/2002 48



Exchange Administrator Tour

&, File Edit “iew Tools indow Help =
[msTPozE =l i [le=] [i5 | || e ] 3lE0ew
- @ MCSC Display Name 4 | Modified
i@ MCTS5A ’; Add-Ins 124311397 212 PM =]
@ MOwWL 5 Addressing 1243119397 212 PK
- & MFE g Connections E/30/1933 7:00 PM
- & MFR % Directory Replication 12431997 212 P
- & WMFRCPP [mm] Monitors 124311397 212 PK
i@ MIRAMAR k-t Protocols 8/1/,2000 3:00 P
i@ MSGEM % Servers 124311397 212 PK
- @ MSTP .ﬁ [5-Site Conrnector 8/21/2000 10:30 Akd
(=5 Canfiguration Infarmation Store Site Configuration E/30/2000 3:33 PM
Ed Addins 21 M T4 Site Configuration 5/28/1998 4:36 PM
= @ Addressing Site Addrezsing 8/23/52000 3:39 Ak
@ [Dretailz Templates % Site Encrpption Configuration 1/8/1998 2:34 PM
@ E-Mail &ddress Generators
{ E--E* One-Off Address Templates
@ Connections
¥y Diirectory Replication
M onitors
@ Protocals
% Servers
= E CalllE
Private Information Store
@ Frotocals
FPublic Information Store
Server Recipients
MOGCal02
Private Information Store
%f' Frotocols
Public Infarmation Stare
€7 Server Recipients
M5TFPOZE
Private Information Store
%‘ﬁ_ Pratacals
FPublic Information Store
Server Fecipients
- % MISC ADDRESSES
— E% MSTP Email Addresses
- & MNEWRIVER -
- & NOC
[l NOCPwD ¥
=l g PERMNIEFTOAR LI ll LI—‘
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@) Exchange Server Recipients
y —_— e MSTP

* There are Five types of Recipients
.- Mailbox
. Custom Recipient
. Distribution List
- Public Folder
- Hidden Recipient

7/31/2002 50



Mailbox

Marnne S5gt George | Properties Ed

Delivery Besztrictionz I Deliveny Optionz I Frotocols I Cuztorn Attributes I Lirnitz I Advanced
General I Crganization I PhonesMHaotes I Criztribution Lists I E-rmail Addrezszes

MSTP

Marine Sgt George |

Mame
FEirst: W Initials: II_ Last: IMarir‘ue
Dizplay: IMarine Sgt George | Aulias: IMarineGl
Addresz |MHewlin Hall Title: ISQL
Compary: I
Cikyr: IE!uantin:u:u Crepartment: I
State:  |vaA Office: jHod]
Zip Code: I Azzistant: I
Country:  [LISA Phane: |DSM 2789399

Frimary Yindows MT Sccount. .. I INDE"»M arine&|

Home zite: HNOC
Home zerver; WOCFDC

. I Cancel Lpply Help
7/31/2002 ' ' 51




Distribution List

MSTP

Properties
Deliverny Restrctions I Cuztom Attributes I Advanced
General | Distribution Lists I E-mail Addresses

&

Dizplay name: I

— kM emberz

blias pame: I

Dwner

Modiy.. | Clear |

Expansion server
Arnp Server [n Site j

I otes:

Modify... | 0 Members

Haome =site; MSTP

| QF. I Cancel | Apply | Help

7/31/2002 52



Custom Recipient
MSTP

New E-mail Address x|

Select an e-mail address type

Internet Address Properties x|

General I Advanced I

] 4 I
oo ail Address -
bicrozoft bail Address _I Cancel |
{nternet Address Help |
w400 Address

b achd ail Address
Other Address E-mail addrezs: Iwayne@flashcn.neﬂ

k. I Cancel Apply Help

7/31/2002 53



Hidden Recipients Cont...

MSTP

Rawson Col Steven W Properties

General I Organization I Phone/Motes I Drigtribution Lists I E-mail Addreszes |
Delivery Restrictions I Delivery Options I Praotocols I Custam Attributes I Limitz ~ Advanced

Rawson Col Steven W

Simple dizplay name; Directory name; Truszt level [0-100]:
I Istevenr IEEI j
Or-line liztingz information Haome sarver.
ILS Server: I IMSTF'EIEE j
ILS Account: I ¥ Hide from address book,
COutlook Web Access Server Mame: Container name:

| MSTF Email Addresses

[ Downgrade high prionity 3. 400 mail

Administrative note:;

] I Cancel Apply Help

7/31/2002 54



MSTP

‘& Microsoft Exchange Administrator - [Seryer MSTPOZE in Site MSTP - MSTP Email Addresses] - |ﬁ' |1|
% File Edit View Tools ‘Window Help - Iﬂlﬂ
[useoze = [a = Bla]s| 5> BlelE]
W @ MATSGFL ~|[ Display Name 4 | Business Phone | Office | Title | Department | Madiied |
@ MATSGOCEAMA Perzonnel Support Plan-... 8/28/2000 :I
- MAWTST PHME Schedule 8/28/2000
- MBW priorities 8/28/2000
- i MCBBUTLER rivate 8/28/2000
- i@ MCBH Projects 8/28/2000
- MCCDC I 8/28/2000
- i MCCS ark
- i@ MCRDPI Quarantine 8/24/2000 12:33 P
- i MCRDSD i 6/12/2000 10:44 AM
i@ MCSAKCMO Quarantine 8/15/2000 3:54 P
- @ MC5C Quararting 8/28/2000 247 PM
- i MCTS54 Quarantine 8/28/2000 247 PM
i@ MOwWL Quarantine B8/28/2000 2:49 P4
- @ MFE - Quararting B/20/2000 447 Ak
- @ MFR £3) Rawszon Col Steven ' DSN 278-2818 Barrett Hall DIRECTOR M5TP MSTP 8/28/2000 1:16 P
- & MFRCPP Reamr 8/28/2000 247 PM
- MIRaMaR fiTest 8/28/2000 251 PM
- i MSGEN Fioster 8/28/2000 247 PM
@ MSTP Schedule+ Free Busy In... 742341333 1155 PM
H& Configuration Schedule+ Free Busy In... 8/28/2000 5:42 P
o [3 Addins Schenkosked 8/28/2000 247 PM

@’ Addressing ent ltems B8/28/2000 247 P

<@ Cornections Server Status 8/28/2000 2:47 P

mﬁg Directory Replicatior task descriptions 8/28/2000 247 P

[l Monitors eam Tazks 8/28/2000 247 PM

w Protocals Tech Suppart 8/28/2000 251 PM

% Servers Technical Section 8/28/2000 251 P

B CallE TEEP 1993-2000 8/28/2000 251 PM

B MOGCaInz TEEP 2000-2001 8/28/2000 251 PM

H MSTPOZE estC2sbCalander 8/28/2000 251 PM

555 Private Inf TestC2sbCalendar 8/28/2000 251 PM

Q‘ Frotocals Test53Tesp B8/28/2000 251 P

- Public Info ‘wieekly Training Sched... 8/28/2000 247 P

- Server Re wieekly Training Sched... 8/28/2000 247 P

------ MISC ADDRESSES || B Weekly Training Sched... 8/28/2000 247 PM I
------ £5) Wentz M1 Gary DS [315) 4778542 Camp Smith Offsite 8/29/2000 1:11 PM
- & MNEWRIVER @ WestMajDavid 5 703-878-3322 BSTF Metworking O fficer MSTP B/27/2000 8:22 AM
[+ i NOC @ Wwhitney LiCol Courtriey  [373) 226-8611 [973) 228-7803 IMA DET USHMCR 8/25/2000 2:43 PH
[ [ & | z49Pm

7/3126dect “View,” then “Hidden Recipients” to see all hidden mailboxes. 55
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Server Configuration Objects

MSTP

-] x|
% File Edit Wew Tools Window Help _|5’|£|
|MSTPO2E =l | - BlE slzlel =X 5w
H- @ MSTP || Display Name / | Modiied |
=g Configuration Private Information Store 8/29/2000 248 P |
------ B Addin: el Protocols 8/1/2000 3:00 PM

[+ [#} Addressing

------ & Connections

------ W Directary Replication

------ b onitars

------ Q‘ﬁ Protocols

EI@ Servers

-3

E| Private [nformation Store

...... Logons

------ Mailbox Bezources

------ @ Frotocols

gl Public Information Store

------ Folder Replication Status
...... Logons

------ Public Folder Resources
------ Server Replication Status
------ €5 Server Recipients

- 5 MSTPOZE

MISC ADDRESSES

MSTP Email &ddresses

F-- @ MEWRIVER

- @ NOC

HOCFwWD

i &@ PEMDLETOM

- @ OUANTICO

- @ ROICC

ey B oy B oy O oy B oy O o |
[}

Public Information Store
Server Recipients
(] Directory Service
'l';i tezzage Transber Agent
@ Spstem Attendant

a/29/2000 8:10 Ak
Mot available
a8M1/2000 1:44 P
a8M1/2000 1:44 P
a8M1/2000 1:44 P

|7 Obiject(s]

| | | ZZAPM



Configuring Server Properties
MSTP

MSTPOZE Propetties x|

I5 Maintenance I Advanced I Diagnostice Logging I
General | Fermizsions I Services I Locales I Databaze Faths

| MSTPO2E

Directory name:

Yerzion 5.5 [Buld 26580.24: Service Pack 3]

Server location: <Mones j

Adminiztrative note:

Created Harme zite: MSTP Lazt modified
/141999 514 PM 8/20/2000 226 Ak

Ok, C | Aol Hel
7/31/2002 e =il =F 57




Private Information Store
]

Leneral | Lu:ugu:nnsl b dilbioe Hesnurcesl Diagnostics Lnggingl

MSTP

— ltem Recovemn

Deleted item retention time [dayz]: I

[~ Don't permanently delete items until the store has been backed up.

— Storage limits

W lzsue waming [K]; |1EIEIEIEIEI
v Prohibit send (k) |11EIIIIIIIIII

v Prohibit zend and receive [K]: |115EIEIEI

— Public falder serer

MOGCAIDZ =|
Created Home zite: MSTF Lazt madified
51419339 622 P4 Home server:  MSTFOZE 3/29/2000 247 Phd

7/31/2002 Ok Cancel £pply Help 58




Public Information Store

Public Information Store Properkies x|

MSTP

Logonz I Fublic Folder Resources | Server Replication Status
Folder Replication Status I Advanced | Diagnostic: Logging
General | Inztances I Replication Schedule I age Limits I E-mail &ddrezzes

_ || Public Information Store

— ltem Recovery

Deleted itern retention time [danps]; I

[T Don't permanently delete items until the store has been backed up.

— Storage limits

™ lssue warming [K): I

Created Home zite: MSTP Last modified
5/14/415999 B:22 i Haome server: MSTPOZE 3/29/2000 1236 PM

59

7/31/2002 QE. Cancel Apply Help




Protocols Container

MSTP

Protocols Properties El

General |F'ermi33in:un3| Ennnectinnsl kA E T_l,lpesl

¢+ Protocols

Dizplay narme: Protocols

Directory name: IF'rDtcu:culs

W Usze site defaults for all properties

Hutlook WebAccess Server Hame:

Admiriztrative naote:

Created Hame zite: MSTF Last modified
54141999 E:22 P 2A20/2000 2:26 Ak

7/31/2002 ak. Cancel Apnly Help 60




Directory Services Object
MSTP

Directory Service Properties il

Leneral I E-mail .ﬁ.ddressesl Diagnostics Lnggingl

Directory Service

[pdate this directary fram within this site: Update Mo

Check knowledae conzsistency: Check Mow

Adrministrative note:

Created Hame zite: MSTP Last modified
541441999 514 PM 541441999 E:22PM
ak. Cancel Spply Help

7/31/2002 61




Message Transfer Agent Object
MSTP

Message Transfer Agent Properties il

General I E!ueuesl Diagnostics Lnggingl

Message Transfer Agent

Local MTA narne: MSTPOZE

Local MTA passward: |

Meszage zize
" Mo limit
M aximum [K); I

Becalculate Routing

v Expand remate distribution lists locally
[T Convert incoming meszages to M5 Exchange contents

[ Only use least cost routes

Adrministrative note:

Created Hame zite: MSTP Last modified
541441999 E:22 PM 2A7/2000 2:52 Ak

7/31/200x Ok Cancel Apply Help 62




System Attendant Object
MSTP

System Attendant Properties il

General | E-mail Addrezzes I

@ System Attendant

Dizplay name:

Alias name:  [MSTPOZE-S4

— Meszzage tracking log files maintenance

™ Do not remove old log files
* Remove log files older than I.'-" days

Adrinistrative note:

Created Hame site:; MSTF Last modified
54141999 B:22 PM Home server:  MSTPOZE 5414/1999 6:22 PM

7/31/2002 Ok, Cancel Apply Help 63




Site Configuration Options

‘4 Microsoft Exchange Administrator - [Server MSTPOZE in Site MSTP - Configuration]

& File Edt View | Tools Window Help

IMSTF'EQE

Directary Impoart...

- @ MSGEN

E.

Direcktary Expotk,.,
Extract Windows MT Account List. ..
Exkract MetWare dccount List,. .

Find Recipients. ..

MMove Mailba,.,.,

Add bo Address Bamk Yiew, ..
Clean Maibas, ..

Stark Momitar, .,
Track Message...

Forms Administrator, ..
Mewsgroup Hierarchies. ..

H' » Save Canneckions on Exit
Save Conneckions Mow

- Customize Toolbar. ..

Server Recipients
B a M5TPO2ZE
El Private Infarmation Stare

Logores

e Mailbox Resources
Q‘é’ Protocolz
Public: Infarmation Store
Server Recipients
MISC ADDRESSES
MSTP Email &ddresses
MEWRIVER

=

=& xl
=8| %l
1 Bzl =% B5eEl
« || Display Mame / | Modified |
Addns T2/31/71997 212 PM =

@ Addressing

& Connections

0} Directory Replication

Manitars

bed Protocols

% Servers

@ D5-5ite Connector

Information Store Site Configuration
o MTA Site Configuration

% Site Addreszing

@@ Site Encmption Configuration

Kl

124311997 212 PM
£/30/1533 700 PM
124311997 212 PM
124311997 212 P
8/1/2000 300 PM
124311997 212 P
8/21/2000 10:30 AM
6/30/2000 2:33 PM
5/28/1338 4:36 PM
8/29/2000 1:40 PM
1/8/1338 334 PM

o

Setz default options on uzer creation and permizzions

7/31/ EﬂStart”J m @ E:;] >

| 80 G| . | .. [ @lw] &

Ll > P a0sem

MSTP
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Site Configuration Options
MSTP

options x|

Zuto Maming  Permissions | File Format I

—windaws MT domain defaults

Default windows MT damain

MSTP |

¢ Select uzer accounts from Windows NT domain of connected Exchange Server

" Select user accounts from default Windows NT domain

[~ Show Permizzions page for all objects
[T Display rights for roles on Permissions page
[T Delete primany Windows NT account when deleting mailbox

¥ Ty to find matching Windows MT account when creating mailbos

] Cancel Spply Help
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Site Configuration

MSTP

» Configuration container includes:
— Add Ins
— Addressing
— Connections
— Directory Replication
— Monitors
— Protocols
— Servers
— DS-Site Connector
— Information Store Site Configuration
— MTA Site Configuration
— Site Addressing

— Site Encryption Configuration
7/31/2002 66



Site Configuration Container

Y5 Microsoft Exchange Administrator - [Server MSTPDZE in Site MSTP - Configuration] - | & |£|
% File Edit Wew Tools Window Help ;lilil
|M3TPO2E =l o mle sl =] 5l
- & MSGEM _I DISD|E|_|,| M ame | b odified _ _
H- @ MSTP T Addins T2/31/1997 212 PM )
S [ orfiguration [} Addressing 124311997 212 PM
------ 2 Addins @ Connections £/30/1333 7:00 P

[+ [#} Addressing
------ & Connections
------ W Directary Replication
------ Manitars
------ @' Protocols
EI@ Servers
= CAIlE
; Private [nformation Store
i %‘ Frotocols
gl Public Information Stare
€5 Server Recipients
MGGCAIDZ
Private [nformation Store
bl Protocals
Public Information Store
B Server Recipients
=- B WSTPO2E
El- Private [nformation Store
- . nggns
e & Mailbox Resources
------- @ Frotocols
. . Public Information Store
o E Server Recipients
MISC ADDRESSES
MSTP Email &ddresses
B @ MEWRIVER

' Directory R eplication

konitars
kb Protocols

% Servers

,ﬂ D5-Site Connector

[Wformation Stare Site Configuration
1 TA Site Configuration

% Site Addressing

Qg Site Encryption Configuration

124311997 212 PM
124311997 212 PM
8/1/2000 3:00 PM
124311997 212 PM
8/21/2000 10:30 &AM
6/30/2000 333 PM
5/28/1335 436 PM
8/23/2000 1:40 PM
14841333 §:34 PM

112 Object(s)

3:01 Prd

MSTP



Configuring Site Objects
) ————e——Oo - _usTp

* DS Site Configuration

* Information Store Site Configuration
« MTA Site Configuration

« Site Addressing
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DS Site Configuration

D5-5ite Connector Properties il

Offline Addrezs Boak I Cuztam Attributes I attributes
Gieneral | Permizzions I Offline Address Book Schedule

@ DS-Site Connector

MSTP

Dizplay name: D5-5ite Connector

Directory nanme: ISite-D S54-Config

Tombstone lifetime [days]: IEEI

Garbage collection interval [hours): |1 i

—Anonymous access
Anonymous account | |
Pazsward: |
Confirm Pazswornd: I
Created Home zite: MSTP Last modified
123141997 212 PM 2/21,/2000 10:30 AM

7/31/2002 Ok, Cancel Eppl Help 69




& = =
i

@) Information Store Site Configuration
e MSTP

Information Store Site Configuration Properties El

Storage "W arnings I Public Folder &ffinity
General | Permizzions I Top Level Folder Creation

o
=

&y Information Store Site Configur...

Dizplay name: [nfarmation Store Site Configuration

Diirectary name: ISite-MDE-Ennfig

Public folder container

M adify... |

[~ Enable message tracking

Created Home =zite: MSTP Lazt modified
1243149997 212 FPM EA30/2000 3:33 P

7/31/2002 ak. Cancel Apply Help 70




MTA Site Configuration

MTA Site Configuration Properties il

General I F'ermissiu:unsl Meszzaging Defaultsl

&b MTA Site Configuration

Dizplay name: M TA Sike Configuration

MSTP

Directomny name: ISite-M TA-Canfig

¥ Enable meszage tracking

Created Hame zite: MSTP Last modified
12311997 212 P B/28/41998 436 PM

7/31/2002 Ok, Cancel Apply Help 71




MSTP

Site Addressing Properties x|

Leneral I F'ermissiu:unsl Site .ﬁ.ddressingl Routing Calculation SEhedulel Hnutingl

gﬁ:;

Dizplay name: Site Addreszing
Directomny name: Site-dddreszing
Bouting calculation server. |MOGCAIDZ j

[~ Share address space with other 3. 400 systems

Created Hame zite: MSTP Last modified
12311997 212 P 22942000 242 PM
ak. Cancel Spply Help
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™)  Organization Configuration
w e - MISTP

 USMC (Organization Name)
— Address Book Views

— Folders
e Public Folders

» System Folders
— EFORMS Registry

— Events Root

— Offline Address Book
— Schedule + Free Busy

— Global Address List
— Sites

7/31/2002 73



MSTP

Exchange
Connectors
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Exchange Connectors
————————————— MSTP

* Component Communication

— Core Components Communication

e The four minimum components required to run on
the server.

— Administrator Program Communication

 Control and configuration of all core and additional
server components

— Client Program Communication

» User access to the Private and Public Information
Stores and Directory Service.
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& Core Component Communications
: MSTP

— 1

Information MTA
Store

Directory
Service

&

System
Attendant

@,
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= Administrator Program Communication

Administrator
Program
Information Directory System MTA
Store Service Attendant
|. % mEml
= =
g nEEm
Core Components
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Additional Components

MSTP

Administrator
Program

s

Information Directory

System
Attendant

| Core Components I

KM Server Internet Outlook Web Internet EDK-Based
Mail Service Access News Service Connectors

S| .

Directory MS Mail Schedule+
Synchronization Connector Connector

Event Service

A
7/..« WALV AV ] 7

0




Information Directory

Service || Core Components
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Intrasite Server CommunicationMSTP

* Servers Within a Site Communicate by Using
RPCs

— All server components use RPCs to distribute data
directly to the corresponding on the other servers in the
site.

e Transferring Information

— The Directory Service and MTA manage the transfer of
information within an Organization.

e Store and Forward

— If the destination server 1s unavailable, the originating
server stores the information.

7/31/2002 20



Single Server CommunicationsMSTP

Single Server

—

Exchange Server

Client 2

Information
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Multiple Servers

o

Client 1

JTONRRY

Mult1 Server Communication

ML

7/31/2002

Directory
Service

MSTP

Client 3
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@ Message Transfer Agent (MTA)

* Determines routing of messages

* Sends mail out of an Exchange Server
or Site

* Expands Distribution Lists

— Calls DS to expand and then makes
routing decision

« Talks to system attendant
— Used for logging

7/31/2002 23



Procedures to Send a Message
MSTP

 The MTA looks up the recipient’s home server from the Directory
Service.

« The MTA checks to see if it must route the message outside the site.

« The MTA uses the Site Services account (security context) to open an
RPC session to the destination MTA. (called an association).

 The MTA uses the association to send the message to the destination
server.

When message transmission is complete, the receiving MTA uses its
local Directory Service to look up the recipient, and then determines if
the message should be sent to another server.

« If the message 1s intended for the local server, the MTA places the
message in a queue then notifies the Information Store.

e The Information Store retrieves the message from the MTA and
notifies the recipient.
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MTA Process
MSTP

System System
Attendant Attendant ~—
Directory %

Directory
Service Service
= E =
Information = Information
Store ﬂ ﬂ Store

== <@ammm - <@ammn ="
- S — = _" —" -
' nimEEpy | NTTT 3
MTA MTA
N N
EDK EDK
Connector Connector

[ = — 2
S =
Dirsync Microsoft Mail

Connector 85

Microsoft Mail .
Connector i

7/31/200




MTA and Routing
MSTP




Intrasite Comm Between ServicelaSTP

System System
Attendant Attendant ~
Directory — %

% Directory
Service Service

Information : Information
Store {\ {\ Store
P )
= m ‘ =] =_a
_ - > ‘-:.-."-:EE - ‘-‘__.'l“ > _-\Jj]
' ry NI 2 | NITT T 2
[ MTA MTA |
=n (] =n'\-
EDK EDK
Connector Connector
N I I
INE. W 6D

Dirsync Microsoft Mail
Connector 87

Microsoft Mail Di
irsync
Connector y

7/31/200




Directory Service Process
MSTP

System System
Attendant Attendant ~
Directory Directory
Service Service
Q= =
Information Information
Store Store
== <ammm <@mmm ==
- L | = -
. nonmm) nmmE)
MTA MTA
-nl\. -n'\-
EDK EDK
Connector Connector
1 = = [
i$ |=W | i
Microsoft Mail Dirsync Dirsync  Microsoft Mail
7/31/200 Connector Connector 88




Information Store

MSTP

« Controls two databases (no limit in size)
— priv.edb

* Private Info Store messages are
addressed to the user

— pub.edb
 Info for users to browse

* Delivers mail to users on same exchange
server

* Deleted Item Retention
« Enforces storage limits
« Replicates Public Folders
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Information Store Process
MSTP

System System
Attendant Attendant ~
Directory Directory
Service Service
Information Information
Store Store
=" <@mmm | <ammm ==
P - > | mmm—m=_" =_o > -
' N1 g | NITTT 2
MTA MTA )
=n (] = '\-
EDK EDK
Connector Connector
N — —
INE. W 6D
Microsoft Mail Dirsync Dirsync  Microsoft Mail
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System Attendant Process
MSTP

System System
Attendant Attendant ~
- | =
S Directory Directory > —
Service Service i
_ _ L
|.% T =P |.%
Information Information
Store Store
== ) <@mmm , <@mmm ==
P - > [ e =__ " | <
B ITTT 2 ' MTTT 2
= MTA MTA
= !
[] \
——— =% =
/ g T g —
EDK EDK
Connector Connector
N a1 ——
NE = I
Microsoft Mail : Di Microsoft Mail
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@) Connectors Communication Process

System System
Attendant Attendant ~
. - =
% Directory Directory =
Service Service i
/
—
Information Information
Store Store
= %llll — mEm
P S > % T _ —" >
E 7 Y Illl% ' niEm
— MTA MTA
E J
.k . A
= : :
| = =
EDK EDK
Connector Connector
N
s | (D
Microsoft Mail : Di Microsoft Mail
7/31/200 Connector 2 Irsyne Connector 92




Site Connectors
MSTP

« Connects only Exchange sites

e Uses RPC as the communication
mechanism

« Can be configured to

— Operate from one or many servers in the
site

— Operate to one or many servers in the
destination site
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@) Configuring Site Connector
L "5

» Site Connector Configuration Issues
— Bandwidth
— Network Topology
» Site Connector Tabs
— General
— Target Servers

— Address Space
— Override

7/31/2002 04



§) Operations with Site Connector“ﬁ.STP

' Target Servers I

Messaging Bridgehead Servers I

7/31/2002 95



@ Intrasite Directory Replication
W L NISTP

* Adding Servers to a Site
* Maintaining Replication Lists
* Function of the KCC

* Directory Management

7/31/2002 9%



« KCC
Responsibilities
— Checks other

servers within

the site for all
known servers

— Adds any new
servers to the
REPS-
TO/REPS
FROM lists

« KCC Activation

7/31/2002

\

/i

\ >

Knowledge Consistency Checker

MSTP
/I Other Servers? I. \O
B secesccceccene » |
: —| B
: =
§ REPS-FROM
- REPS-TO
R Server B
Server C
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Directory Management
w ———————"—"—"""——MSTP

* Maintaining Update Sequence Numbers
(USNs)

— USNs track updates in the directory between
Servers.

* Resolving USN Differences

— When the USN 1s different, the local Directory
Service requests all objects greater than those
recorded locally.
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Multisite Server Communicatior%,I <7p

* Introduction to Connectors

* Address Space

* Replication of Address Space
* Assigning Connector Costs

* Load Balancing

* Cost and Routing
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Multisite Server CommunicationM <Tp

System System
Attendant Attendant ~
Directory — %

% Directory
Service Service

Information

Information :
Store {\ {\ Store

<=
=" < <@ammm — <@ammnn — =E'J:|]
y — > = pm—— s " —* g
' ry nimmEpy | NTTT 2
[MTA MTA |
=n L] =n'\l
EDK EDK
Connector Connector
) = = ) )
1S =l 3
Microsoft Mail Dirsync Dirsync  Microsoft Mail
Connector 100

Connector
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Connectors

MSTP

* Messaging Connectors
— Site Connector
— X.400 Connector
— Dynamic RAS Connector

— Internet Mail Service
» Directory Replication Connector
* Routing

7/31/2002 101



Address Space
w —e————————————\ISTP

» Set of address information associated with a
connector identifying routes to recipients.

 Defines the connector over which a certain
type of message can be transmitted.

« Each user has a native address to each type
of connector.
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@) Replication of Address Space
w ——————————————NISTP

* Preventing Address Space Replication

* Controlling the Scope of Replication (the
administrator-defined boundary)
— Organization
— Site
— Location
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X.400

MSTP

* Developed by the International Telecommunications
Union (ITU)
— Based on OSI reference model and ISO protocols
— Follows 1984 “Red Book” standards

— Follows 1988 “Blue Book” standards providing support for
MIME and Attachments

« Series of Recommendations for Message Handling

« Designed to:
— Enable global messaging
— Be hardware independent
— Be software independent

« Can be used to connect exchange sites
mizpecond most efficient connector 104



X.500 Concepts
_— - 8 —NMISTP

* X.500 Directory Recommendation

— Exchange uses a directory model based on X.500
Directory Recommendation

e X.500 Features

— Powertful search capabilities

— Single global, homogeneous namespace
— Structured information framework

— Standards-based directory services

e X.500 Limitations

— A Decline 1s search speed
— Limited amount of information can be returned
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@) _X.400 Common Components -

« Typical X.400 Messaging System includes:
— User Agents (UA) that act on behalf of the user

— MTAs that move messages between users and exchange
messages with other MTAs

— Message Transfer System (MTS) sends out and
receives messages from UAs and MTAs

— Directory User Agents (DUASs) access the directory

— Directory System Agents (DSAs) provide access to the
directory information base for DUAs and other DSAs

e Additional Components include:
— Distribution Lists

— Access Units
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X.400 Message Handling

MSTP

Message
Message Transfer
Store X400
Agent

Directory
User
Agent

Directory
System
Agent

X.500




MTA Transport Stack -

* Allows Configuration for Exchange
Server

 Requires Prior Installation

 One Transport Must Be Installed:
—~TCP/IP

—TP4
—X.25
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« Configure the X.400 Connector After
the MTA Transport Is Configured

e X.400 Connector Tabs

7/31/2002

General

Schedule

Stack

Override

Connected Sites
Address Space
Delivery Restrictions
Advanced

109



Directory Replication

MSTP

Directory Replication Connector

Any Messaging Connector
« Site
* X.400
 Dynamic RAS
* Internet Mail Service

7/31/2002
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Site Y E ~
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M) Directory Replication - Transitive

ML
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Site to Site Replication
B — ||| L 1]

Manage Directory Replication between Sites by:

« Synchronizing Directory Information Within a Site
* Replicating Basic Information Between Sites

« Checking Knowledge Consistency Between Sites
* Replicating the Remaining Data Between Sites
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MSTP

Microsoft Exchange
Lab #2

Connectors

45 Minutes
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@ Exchange Internet Integration _

Directory Internet Mail
Service Service

i

Information Internet News

\
= Store Service
[
= 1 "=} = IMAP4
Exchange : i <€oooo, m POP3
Server IS & Outlook Web Access ~~1|"> SMTP
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Internet Mail Service

MSTP

 Converts exchange email to SMTP
format

 Can be used to connect exchange
sites

* Provides access for new internet-
related features
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Overview of IMS

MSTP

| SMTP Host I

Exchange Server

Exchange Server I
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IMS Process

MSTP

Directory
Service

Information
Store

Internet Mail
Service

4

/
1R

\

IR W
TATNTATN o

[

Exchange Server I

TP or Internet

—~
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 Install and Configure TCP/IP

 |Install RAS and Create a Phone Book
Entry for Your ISP

 Install the Internet Mail Service
 Customize Internet Mail Service Properties

* Add the Internet Mail Service Computer to
the DNS Server

« Stop and Restart the Internet Mail Service
* Test Internet Mail Service Connections
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MSTP

Microsoft Exchange
Lab #3

Internet Mail Service

25 Minutes
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Routing Overview
_—————————————————— MSTP

« MTA determines route
P using the Gateway
- Address Routing Table
(GWART)

GIWART:

=</ U=l e dgs e /
JO=V RGOS O/ O
c=<lUS>

cl=<
cl s

—

PENHIGIEOSOlR>
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Assigning Costs
_— ———NMSTP

» Cost values control message traffic by
priority level

» Cost values range from 1-100

Dynamic kAS connector overaiixkAS Ik

100

X.400 Connector
over a satellite link

‘@I-I-I*

Site connector over a T1 link
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Cost for transitive
connections are
cumulative

MTA views total cost
of each path

Rerouting may occur but
looping will not

7/31/2002

Cost=3
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Cost and Load Balancin

‘ over a/X.25 network l

MSTP

over a fiber link (TCP/IP)

e (Costs can be used to
balance load between
connectors

T /zoo%lB If route costs are the 1
same



MSTP

Microsoft Exchange
Lab #4

Connecting to the MITNOC

40 Minutes
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@) Management and Sustainment

* Maintaining an Exchange Server
Organization

* Microsoft Exchange Server Monitors
* Microsoft Exchange Link Monitors

* Microsoft Exchange Backup and
Recovery

» Best Practices for Microsoft Exchange
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@ Introduction to Server Monitors
"'mc,o*‘ i MISTP

 Function of Server Server Monitor | @
Monitors
. B B

— Check status of
Windows NT services

« Server Monitor
Configuration
— Polling intervals
— Escalation notification

— Escalation actions _—
— Clock synchronization —
S | E
‘-_II.III c =]
||ll=l¢
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Server Monitor Properties

T ] V1> TP

General | Permissions | Notification | Servers | Actions | Clock |

B My Server Monitor

Monitor configuration

Directory name:
| My Server Monitor

Display name:
| My Server Monitor
Log file:
| C:\mylogs\srvmon.log Browse...
Polling interval
. The critical sites polling interval is used
Normal | 15 Minutes =1 after an error or warning condition has
Y , been detected. Otherwise, the normal
Critical sites | 5 Minutes  =|

polling interval is used.

OK Cancel Apply Help
7/31/2002 127




Server Monitor Notification
Dy server ot proportios

General | Permissions ~ Notification |Servers | Actions | Clock |

j My Server Monitor

When How Who

W 15 Minu... Mail Message Administrator E
W 15Minu... Windows NT Alert HELPDESK
W 15 Minu... Launch a Process D:\MYAPPS\MYPAGER.EXE

New... Edit... Remove
A notification is sent when a monitored server enters an alert or warning state. When
adding a notification, you should test it to ensure that it is configured properly.
OK Cancel Apply Help
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Server Monitor Servers

I ] 1> TP

General | Notification  Servers IActions | Clock |

@ My Server Monitor

Servers: Monitored servers:
= MSTP02E =] Add-> |[B3 maccAl2 =
= CAIO1E =

Site: |
MSTP -]

OK Cancel | Help
7/31/2002 129




Server Monitor Actions
[y ServerMonitorProperties B4

General ; Permissionsg Notification ; Servers Actions iClock 3

P

B My Server Monitor

— Action when a service is stopped ..................................... _

First attempt: Take no action _v_g
. Second attempt: Restart the service _j
Subsequent attempts: Restart the computer :_j

Restart delay (seconds): | 60

|| Monitor. For more information, please contact HelpDesk at
| x12345 =1

OK Cancel Apply Help

7/31/2002

MSTP
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Server Monitor Clock Synchronization

Doy sovermonorpopories____________Ei/faldl

General | Permissions | Notification | Servers | Actions ~ Clock ;

e

E® My Server Monitor

Warning if off by more than: | 15 sec M Synchronize

Alert if off by more than: 60 sec I Synchronize '

| Enter the allowable time differences between the computer

! where the monitor is running and the server being monitored. If
| the differences are exceeded, the monitored server will enter

| either a warning or an alert state. Optionally, the monitored

| server's clock can be synchronized.

P LAl |

~ OK | Cancel ] Apply | Help
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Link Monitors
MSTP

Link Mepites

 Function of Link
Monitors

— Send messages
to verify connectivity

* Link Monitor
Configuration
— Polling intervals o .
— Escalation notification

IAUATA R
Wi\ e

@

‘ ||| I
Ve
\EARIRAR

i
y

w11y

X

——\
N,

IARARR R
VAT TN e

A
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Link Monitor Properties

T 1 V1> TP

General | Permissions | Notification | Servers | Recipients | Bounce |

2\ My Link Monitor

Monitor configuration

Directory name:

| My Link Monitor

Display name:

| My Link Monitor

Log file:

| C:\mylogs\linkmon.log Browse...

Polling interval

. The critical sites polling interval is used
Normal |15 [Minutes | after an error or warning condition has
Y , been detected. Otherwise, the normal

Critical sites | 5 Minutes  =|

polling interval is used.

OK Cancel Apply Help
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Link Monitor Notification

il My Link Monitor Properties X

General  Notification | Servers | Recipients | Bounce |

My Link Monitor

When How Who

New...

A notification is sent when a monitored server enters an alert or warning state. When

adding a notification, you should test it to ensure that it is configured properly.

oK |

Cancel Help

MSTP
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Link Monitor Servers
i ncvonorproperies——————————— AL

General | Permissions | Notification ~ Servers | Recipients | Bounce |

My Link Monitor

Servers Monitored servers:

| !

= MSTPO2E =l Add-> -]

Site: _
MSTP -]

OK Cancel Apply Help
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Link Monitor Recipients
MSTP

il My Link Monitor Properties i

General | Permissions | Notification | Servers ~Recipients IBounce |

My Link Monitor

—Message subject returned from———— Message subject or body returned from—

© Nore  None

™ List " List

= =

o o L of

Modfy... | Modify... |

Typically, you should use the left list. However, if you don’t expect the full subject of the
bounced message to be preserved, as in non-delivery reports, use the list on the right.

OK Cancel Apply Help
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Link Monitor Bounce Properties
————— . - MSTP

General | Notification | Servers | Recipients ~ Bounce |

2\ Link Monitor

Bounce message return time

Enter waming state after: |30 Minutes =

Enter alert stage after: 160 Minutess =

This server will enter a warning or alert state after the time you specify.

OK Cancel Help
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Post-Configuration Issues
_— - 8 ———NMISTP

« Starting and Stopping Monitors
» Obtaining Details on Server Monitors
* Obtaining Details on Link Monitors

* Running Multiple Monitors and
Performing Maintenance
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@) Starting and Stopping Monitors

 Starting Monitors Manually
— Controls monitoring for specific computers

« Starting Monitors with the Administrator
Program
— Monitors start up with the Administrator program

« Automatically Starting Monitors at System
Boot

or Log On

— Use SRVANY.EXE from Windows NT Resource
Kit

— Uses Windows NT AutoAdminLogon Feature

— AutoAdminLogon Can create a security risk
7/31/2002 139
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Details on Server Monitors

MSTP

MSTP Exchange Server Monitor Properties |

General | Nu:utifin:atin:unl SEwersl .ﬂu:ticlnsl Clack. I

g MSTP Exchange Server Monitor

— Monitor configuration

Directary name:

Dizplay name:

MSTP Exchange Sereer kMonitor

Loq file:
Wb ztpfzh S TR UzershGovernmentsC2SBMAT echnical SectionSemer Lc Browse...

— Palling interval

_ The critical sites polling interal is used
MNarmal 15 tMinutes ¥ after an enor or warning condition has
been detected. Othenwize, the normal
polling interval iz uzed.

Critical sitez B Minutes il

] Cancel Apply Help
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Details on Server Monitors

MSTP

MSTP Exchange Server Monitor Properties |

General Mobfication | SEwersl .ﬂu:ticlnsl Clock I

g MSTP Exchange Server Monitor

When Ha Who
1 Minutes Mail Meszage MSTF EXCHAMGE ADMIMN

Hew... Edi... Bemove

& notification iz zent when a monitared zerver enters an alert ar warning state. when
adding a notification, pou should test it to ensure that it is configured properly.

] Cancel Apply Help
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Details on Server Monitors

MSTP

MSTP Exchange Server Monitor Properties |

Eenerall Motification  Servers |.ﬂu:ti|:|r'|3| Clock. I

g MSTP Exchange Server Monitor

Servers Maonitored zervers:

[

[ CAIDIE “|  agds | [3 MUGCAIG A
—— |3 MsTPOE
<- Bemowve

r o r o

Site: Services... |

MSTP d

OF. C | Aol Hel
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Details on Server Monitors

MSTP

MSTP Exchange Server Monitor Properties il

Generall Nu:utifin:atin:unl Servers  Schons | Clack I

@ MSTP Exchange Server Monitor

— Action when a service iz stopped

First atternpt:

Second attempt; Restart the semvice |
Subzequent attempts: Reztart the service |
Bestart delay [secondsz]: 1500

Restart meszage:

N I
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% Details on Server Monitors

\ '?' OQ'
\5 NE Clg
N

MSTP

MSTP Exchange Server Monitor Properties il

Generall Nu:utifin:atin:unl Sewersl Actionz  Clock |

@ MSTP Exchange Server Monitor

— Clock monitoring configuration

W arning if off by mare thar: sec ¥ Synchronize

Alert if off by mare than: IEEI sec W Synchronize

Enter the allowable time differences bebween the computer
where the monitor 1= running and the zerver being monitared. |f
the differences are exceeded, the monitored zerver will enter
either a warning or an alert state. Optionally, the monitored
gerver's clock can be synchronized.
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NT Performance Monitor
| e MISTP

* Important Windows NT Counters

* Important Exchange Server Counters
« Exchange Server Performance Charts

7/31/2002 145



£SSSSXT o
LD ST«r
\$ Q \{IL
)
)

=) Important NT Counters
-y —ee———\ISTP

* LogicalDisk—%Disk Time
 Memory—Pages/sec

* Processor—%Processor Time

* Process—Elapsed Time

» Redirector—Bytes Total/sec

» Redirector—Network Errors/sec
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==

@) _ Exchange Server Counters

“’.?,WE 0%k
e 47 Performance Monitor _ (O] x] MSTP

File Edit View Options Help

100

90

80

70

60

50

40

30

2T

o Ll A

Last| 0.000 Average| 0.874 Min 0.000 Max| 16.975 Graph Time|
Color Scale Counter Instance  Parent  Object Computer
— 1.000 % Total Processor Ti «+» System \WASHINGT
— 1.000 % Processor Time  dsamain  +++ Process \WASHINGT
— 1.000 % Processor Time  emsmta Process \WASHINGT
] 1.000 % Processor Time  store Process  \WASHINGT
— 1.000 % Processor Time  mad Process  \WASHINGT
— 1.000 Pages/sec — Memory  \WASHINGT
| Data: Current Activity
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xchange Server Performance
MSTP

Performance Charts Track Frequent Activity
on the Server, Such as:

Server Health IMS Traffic
Server History « Server Load
IMS Queues Server Queues
IMS Statistics Server Users
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MSTP

Microsoft Exchange
Lab #5

Monitoring Microsoit Exchange
Server

40 Minutes
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Self-Assessment Question
N e \ISTP

What will the impact be 1f disaster
strikes today?
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The Challenge

MSTP

Microsoft Exchange 1s a business-
critical application

Users expect 7x24 service
More users per server

— Higher risk per server
— Larger databases

Many companies have inadequate
disaster recovery capability

Must understand Windows NT® recovery

as well as Exchange architecture
151



The Challenge - DR Variables

—_—————MSTP
- SHO.E.

Software Hardware  Operator  Environment
0S Servers PEBKAC Power
Device Drivers  Routers Human Error  Fire
Name Resolution Hard Disks Sabotage Flood
Authentication  Memory Mailstorms Earthquake
Virus Remote Access Planning Heat
System Limits ~ Network Monitoring Dust

Application Code Backup Devices HW Placement Tornado

Ontrack Data International Inc. Common Causes For System Failure:

713112002 32% Human Error! 152



Exchange 5.5

MSTP

« Larger Stores - limited by hardware

— Business Impact: # users per server becomes i1ssue
of practicality

— System Impact: log drive size, large servers,
backup speed

 Deleted Item Retention

— Business Impact: solves key 1ssue of restoring
single user data

— System Impact: utilizes more room in the store for

non-purged 1items
7/31/2002 153



Exchange 5.5
—_— e MSTP

e Store Performance

— Limited by speed of tape drive
— Tape devices available - 25-30 GB/hr
— Improved online maintenance
« 5.5 SP1 logs amount of free space in DB per night
e Tools
— ESEUTIL - 1n place repair - DB + 10/25% space needed

— Perfmon counters moved under Database Object; more
detailed

— MS Cluster Server Support

7/31/2002 154



MSTP

Exchange Recovery Concepts
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= Location Of Microsoft Exchange Data

/
N
7

MSTP

» Directory service & Information store
— \\exchsrvr\dsadata; \\exchsrvr\mdbdata

* Key management server

— SECURITY directory
(Microsoft Exchange 4.0 and 5.0)

— EXCHSRVR\KMSDATA
(Microsoft Exchange 5.5)

— KM Server startup disk
« Windows NT® Registry
» Other files/directories
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Message Flow
MSTP

N i

Exchange client
sends message

Exchange Server

WMerory

—

_.-l-"";

1. Transaction log 2. Information store
(immediate) (delayed)
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Transaction Log Benefits

MSTP

e Performance

— Logs are written sequentially and
appended to the end of the file. EDB

files require random access writing to
the disk

— For best performance, store logs on
dedicated physical disk

* Recoverability

— If EDB drive fails, a backup can
be restored and logs played back to the
713112002 minute of failure 158



Transaction Log Files
R i—————————————— Bl

* The current transaction log 1s
always EDB.LOG

 When a log file 1s filled, 1t’s renamed and a new
log 1s created and named EDB.LOG

* Renamed logs are sequentially numbered
(EDB00001.LOG, EDB00002.LOG...... )

* Log files are always 5.2MB
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Transaction Log Files
_——————————————————— MSTP

* Have a signature

* Must match the signature of the corresponding
.EDB file

 If signatures do not match,
the services will not start
— Error -530 or -531 generated

* Path to the database 1s hard-coded
in the log file

e Databases do not know where
their log files are
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Checkpoint File
MSTP

« EDB.CHK

« Used for recovery to indicate what entries should be
replayed

« Updated each time data has been written

to a .EDB file

Transaction log
entries written
to database g
‘ | Transaction log
entries not yet
EDB.CHK written to database
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 Pass the log file path to ESE/EDB
* Look for the log files
* Open the databases 1n the log files
* Compare log file signatures
* Apply logs to the database(s)

— Look at checkpoint file for transactions not
committed

Recovery Using Logs
w e ISTP

— Write uncommitted transactions
to database

7/31/2002 162



) Circular Logging
it MISTP
* When enabled

— Prevents the continuous build up
of log files by overwriting logs
in a circular manner

— Differential and Incremental backups cannot be
performed

— May prevent “to the point
of crash” recoverability

* Enabled by default

« Recommended to turn OFF
circular logging
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Online Backup
—_— e MSTP

* Backup while the Microsoft Exchange services
are running

* Requires an “Microsoft Exchange-aware™
backup program

* Backs up
— Microsoft Exchange directory
— Microsoft Exchange information store

« NTBACKUP.EXE
e Third-party backup solutions
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Offline Backup
- —————————— MSTP

* File level backup with
services stopped

* Does not automatically play forward through
log files upon restore

* Not recommended for daily
Microsoft Exchange data backups
of IS and DS

e Should be done when online
backup fails

* Before applying Service Packs
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@ Comparing Online Backups
N e ——\ISTP

Type Data Logs Restore
Backed Up Purged

Normal (Full) Database Yes . Last Normal
and log . Start Service
files

Incremental Logfiles Yes . Last Normal
only . Every Incr

. Start Service

Differential Log files No . Last Normal
only . Last Diff
. Start Service

Do6'nd€start the service until all backup sets are restored 166



Type
Daily Normal

Sun: Normal
Mon-Sat: Incr

Sun: Normal
Mon-Sat: Diff

7/31/2002

. Simplest Schedule
. 1 tape restore

. Least backup time
. Least perf impact

. Less time than

daily normal

. Lower perf impact
. Multiple copies of

logs from Mon-Fri.

Backup Strategies
—_———————————MSTP

Advantages Disadvantages

. Max Backup Time
. Daily Tape swaps

. Min 2 restores
. Multiple tapes

. Only 2 restores
. Backup time

increases daily

167



Backup Strategies
- """ MSTP

Sunday Monday Tuesday Wednesday Thursday

B = Daily normal backup
m Normal with incremental

7/m Normal with differential
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Restoring Data Common issues

MSTP

Playing forward through logs after

an offline restore

— Not Automatic for offline restore

— Online restore always recommended because log playback
1s automatic

Logs deleted after restoring an

older online backup

— Always backup existing logs before restoring any data

 Some logs haven’t been backed up
— “Restore in progress” registry key

» Tells Store that recovery is in progress
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Recovery Scenarios

MSTP

 Single User / Items

 Full Server

* System Disk Fails

* Database Drive Fails

* Log Drive Fails

» Database Corruption
 Total Building Catastrophe
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Case: Single User / Items
VW _ —a—mam e _— e " MISTP

NVE Coty
NSSSS=

* Exchange 5.5 - Use Outlook 8.03 or above to
recover single items

— Use when 1tem retention window still valid for
needed retrieval data

 Full store restore to spare machine
— Use for Exchange 4.0, 5.0
— Use when you need all mailbox data
» Third party brick backup solution
— Provides automation

12¢lternative to full store restore 171
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Private Information Store Properties

Lieneral | F'ermissin:nnsl Lu:ugu:nnsl b ailbios Hesnurcesl Diagnoztics Lnggingl

Deleted item retention time [dayz]: IE

Wmanentl}l delete items until the store haz been backed up.

— Starage limitz
[T lzzue warning [K];
™ Prohibit zend [K]:
[T Prohibit send and receive [K]

— Public folder server

IMTESTY |
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Single Item Recovery Microsoft Exchange 4.0 and 5.0
MSTP

e Problem:

— Need to recover a deleted item:
*  Mailbox, folder, message

* Requirements:
— A dedicated server

— Capable of running
Microsoft Exchange Server

— Enough disk space for entire IS

— Does not need to be part of the same
Windows NT domain
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Single [tem R@COVCI‘Y Microsoft Exchange 4.0 and 5.0
MSTP

» Steps for recovery

— Install Windows NT® Server on
recovery machine

— Upgrade to same NT Service Pack

— Install Microsoft Exchange with the same

org and site names
* Do not join the existing site

— Upgrade to same Exchange Service Pack
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Single [tem R@COVCI‘Y Microsoft Exchange 4.0 and 5.0
MSTP

» Steps for recovery (continued):
— Restore the information store ONLY

— Run the DS/IS Consistency Checker

— Assign permissions to required mailbox or public
folder

— Using the client, copy item to PST
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)  Case: Full Server Recover
w " MSTP

cO
E _C &

. Problem:

— Server destroyed or machine upgrade - reinstall
approach

e Requirements:

— Recovery server with same
machine name

— Recovery server must have

access to original domain SAM
* DS dependency

— Domain controller must be present
— Enough disk space for original DS and IS
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Full Server Recovery

MSTP

e Steps for recovery:

— Using server manager, delete,
and re-add machine into the domain

— Install Windows NT Server,

using same machine name
 Install Windows NT Service Pack

— Install Microsoft Exchange Server

*  Create a new site
do not join the existing site

e Use same org and site names
«  Same service account
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Full Server Recovery

MSTP

* Steps for recovery (continued):
— Install Exchange Server (continued)

 Install same connectors

«  Upgrade to the same Microsoft Exchange Service Pack as the
previous server

— Shutdown Services and purge existing logs
including edb.chk

— Copy logs from original server if required
— Using online restore, restore the DS and IS
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Case: System Disk Fails
S e MSTP

SSSSS>

. Problem:

— System disk fails but other drives are intact; logs are
on separate disk

* Steps for recovery:
— Restore drive hardware and reallocate logical drive

— Restore NT and all files (including Exchange
binaries and NT Registry)
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Case: EDB Drive Failure

MSTP

 Problem:

— EDB drive 1s destroyed logically or physically;
other drives 1ntact

* Steps for recovery:

— Set “System Attendant” to disabled to keep
Exchange services from starting

— Restore drive hardware and reallocate logical drive
— Create subdirectory structure
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Case: EDB Drive Failure

MSTP

« Steps for recovery (continued):

— Using online restore, restore last full (DS and IS)
plus any incremental or differential backups

— Reset System Attendant; Start services
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Case: Log Drive Failure
—_——————————————————MSTP

* Problem:
— Transaction log drive 1s destroyed logically or
physically;
e Steps for recovery:
— Disable “System Attendant” service
— Restore drive hardware and reallocate logical drive

— Create log file directories
— Contact PSS
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Case: Loo Drive Failure
A3 N,

» Steps for recovery (continued):

— Backup or rename existing EDB file to recover data
that hasn’t been backed up

— Restore last online backup of DS + IS
— Reset “System Attendant” service

— Move renamed store EDB’s to recovery server

« Repair and start services
« Run DS/IS consistency adjustment
« EX-Merge and or Single Mailbox recovery
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Case: EDB Corruption
e ————————— N,

e Problem:
— EDB corruption 1s detected via failed online backup
or -1018 log event
e Steps for recovery:

— Restore from backup
* Recommended solution
— If no valid backup or circular logging

1s enabled
« Backup existing data (file level)
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EDB Corruption
_—-: m ————NMISTP

Recovery steps (continued):

e Run repair utilities (EDBUTIL or ESEUTIL)
— LAST RESORT

— Could result 1n further loss of data due to low level page
recovery

— Could take much more time than restoring from tape
 ESEUTIL - 5-10GB /hr
« EDBUTIL - IG/45 minto 1 hr
* Then requires ISINTEG - fix

— Contact PSS
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Corruption Causes
MSTP

 Possible Causes

— Hardware Failure

» Write back cache enabled on non-battery backed up controller

* Turn off any write back on drives themselves since no battery backup
exists

* Power sags or outage
 Disk, Controller, or Memory Failure

— Software Failure

 Bad device drivers

* System crash
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Database Corruption symptoms
MSTP

 Full online backups fail

* Events in the application log

Event ID: 118

Source: ESE97

Type: Error

Category: Database Page Cache

Description:

MSExchangelS ((214)) Direct read found corrupted page (4041)
error -1018. Please restore the databases from a previous backup
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Database COI‘I’U.ptiOIl Precautions
MSTP

e Disable “write-back” caching
— On drives
— On disk controller

— Could be enabled on battery backed-up
disk controllers and hardware RAIDS

* Do not place database files on
compressed drives

« CHKDSK drives for possible disk corruption

— Database and Log drives
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Case: Total Catastrophe
Y e MISTP

* Problem: Building destroyed; all servers
demolished

« High Level steps for recovery:
— Establish offsite recovery
— Obtain offsite backup tapes

— Restore NT domain from file based backup to
identical hardware

— Restore name resolution infrastructure and
connectivity to external world
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Total Catastrophe
_— - 8 ———NMISTP

Recovery steps (continued):

e Restore remote access

— Invoke pre-arranged dial-up numbers or other
procedures to enable remote access

« Restore Exchange servers using full server
recovery procedures
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MSTP

Best Practices
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Best Practices Backups

MSTP

e Perform daily online backups
e Turn off circular logging
* Verify backups regularly

— A disaster is not the time to find out
your backups are bad

* Backup the Registry regularly

— Domain controllers
« Backup KM server data daily
e Periodic file level backups
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Best Practices Backups

MSTP

e Perform full + incremental/

differential backups

— Sunday - full backup

— Rest of the week - incremental/differentials

— Restore time 1s increased

— Backup approach is based on business requirements

— Full Backup every day 1if possible

» Before restoring, always backup existing log
files
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Best Practices Verifying backups

MSTP

* Verify backups periodically
* Procedure:

— Restore Online backup to a
non-production recovery server

— Start DS and IS
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Best Practices Monitoring

MSTP

* Monitor event logs for errors

— Errors are reported in the
application log

— Look out for backup errors
o If found, make offline backups

— Monitoring utilities in the
Microsoft BackOffice® Resource Kit

e Available at www.microsoft.com
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Best Practices Information Store Size

MSTP
* Determine a practical upper limit
— Tape drive speed/server hardware
— 75-100 GB
e Unlimited store size in Microsoft Exchange 5.5
Affects

Backup time
Restore time (downtime)

. Time to run utilities
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Best Practices

MSTP

e Mailbox size

— Setting limits
« User mailbox/message limits

e Size limits on connectors

— Periodic mailbox cleanup

— Monitor the admin. mailbox
for connectors

* Number of mailboxes per server
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Best Practices Data Archiving

MSTP

* Devise archiving plan

— Allows users to move data from
IS to local store files

— Frees up space 1n the IS
— Use local drives or a dedicated server

» If Microsoft Exchange Server used, you increase
required disk space

* Loss of single-instance store

« PST stores two copies of each message - RTF and
ASCII
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Best Practices Tape Management

MSTP
« Offsite tapes and equipment

— Some companies policies don’t
permit this

— Alternative: send tapes to another site within
your company
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Best Practices Planning Downtime

MSTP
 Publish maintenance window

— Planned maintenance reduces
unplanned downtime

— Critical to set user expectations when
they expect 7x24 service

— Service pack updates
— Software updates

— Hardware changes
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Best Practices IS Utilities Use
MSTP

» Use database repair ONLY as a last resort and only
AFTER you have backed up the databases and tried a
restore!!!

— EDBUTIL /D /R
— ESEUTIL /P /DS or /ispriv or /ispub
— Also MUST run ISINTEG afterwards

— ESEUTIL /P (Repair a corrupt database) same switches

— ESEUTIL /d (Defragmentation) same switches
— ESEUTIL /g (Check integrity) same switches

7/31/2002 201



Best Practices File /O

MSTP

* Locate databases RAIDS stripe set; Add swap
file to stripe set

* Locate logs on a dedicated
physical drive mirror or RAIDS stripe set

— Improved performance

— Better recoverability

 Sufficient free disk space
— Repair
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Best Practices Recovery lab / hardware
MSTP

e Isolated network with a domain controller from
production network

— Microsoft Exchange service account
— Servers with same machine name

* Recovery servers
— Same hardware as production servers
— Same drive configuration
— Same software
— Sufficient disk space
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Best Practices Record Keeping

MSTP
e (Create a disaster kit

— Operating system
configuration sheet

— Hard drive partition and
RAID configuration

— Hardware configuration sheet
— Exchange Connector Settings

— EISA/MCA configuration disks

— Microsoft Exchange optimize
and configuration settings sheet

1202 — Windows NT emergency repair disk 204



Best Practices Standardize and Test
MSTP

« Standardize tape backup formats
— Recovery compatibility with
production equipment
— Test restoring production backup tapes using recovery
equipment
 Deploy UPS and test it periodically

— “If Microsoft Exchange goes down due to a power outage,
so will all the other servers”

— Server class UPS batteries wear out every
three years or so
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Best Practices Fire Drill Details
MSTP

* Perform a periodic fire drill
— Single most valuable experience

— This 1s the ONLY way to measure your ability
to recover from a disaster

— Use lab equipment but production data from
backup tapes

— Give your staff NO NOTICE of this drill and
see how they do

— Measure time to recovery for scenarios

— Repeat later & compare results
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MSTP

* Review environment when placing
SCTVCTIS
— Review room temperature
— Do not place under fire sprinkler

— Review amperage and dedicate outlet 1f
possible

— Locate Microsoft Exchange Server in
physically secure area
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Summary

MSTP
 What it takes: strategies and practices
 How 1t works: technical review

* Apply knowledge

— Plan, document, and test

* Ask yourself often:

What will the business impact
be if disaster strikes today?
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MSTP

Integration with the
Internet and
Exchange Clients

/////////



* Exchange Clients
* Microsoft Outlook 2000

» Configuration

* Profiles

« Server Based and Offline use

* Outlook 2000 as a Collaboration tool

* Exchange Server Integration with the
Internet
* Internet Client Access Protocols

* Lightweight Directory Access Protocols
« Outlook Web Access
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Communicating With Clients

Administrator
Program

Directory
Service

System
Attendant

@

MTA

LDAP

IIS Server

HTTP

7/31/2002
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Core Components
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Outlook 2000 Startup
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W& Outlook 2000 Startup

Outlook 2000 Configuration

& Outlook 2000 Startup

MSTP
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E-mail Upgrade Options
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W& Outlook 2000 Startup

E-mail Service Options
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Microzoft Outlook 5etup Wizard

Select the information service(z) that you want to use
with Microgzoft Outlook.

% Use the following information services

V¥ Microzoft Exchange Server
™ Internet E-mail

" Manually configure information zervices

< Back I Mext » I




) Outlook 2000 Configuration Cont. . .

MSTP

Microzoft Exchange Server

Pleaze enter your Microzoft Exchange server and
b albox name.

Microzoft Outlook 5etup Wizard

Microzoft Exchange Server

Do pou travel with this compter?

' Yes Microzoft Outlook 5etup Wizard

........

Mo
Dane |

If pou choo: _ _

rnail vahile You're now ready o uze Microzoft Outlook with the
following infarmation services:

If pou choo:

COMPOZE M Microzoft Exchange Server -

SEMVEN via & d —I

Outlook Address Boak

< Back

Cancel |
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Outlook 2000 Interface

MSTP

'@ Inbox - Microsoft Dutlook [_ (O] x|
Menu J Fil= Edit Wiew Favorites Tools Actions Help
' [Ble = EEER S P
Jﬁew - & | g | 9 Renly £59 Reply bo Al O Forward | = sendireceive | HaFnd % 0rganize | - | [2) | ,||< TOOlbal‘S
Inbox 7
Folder List x| [t 0% |@|From |Received  © -
@ Development Files = =1 Wesk Maj David 5 Sun 3712/00 7:17 AM
: @ Digital Dazhboard Genks, you may wank ko attend this. Highly recommend you do. dsw
&6 Oublook Today - [Maibox - Henslew . || == Original Message-—-
Shortcut @ Calendar From: Rawson Col Steven W
> Contacts 51 0 Dave West Sat 3{11/00 10:42 AM Info
Bal' 53 Deleted ltems ] Rawson Col Sheven W Sak 3111/00 2:29 AM — .
¥ .55 Drafts [1] FYI Viewer
it e Criginal Message-----
[]"@ m =] From:  Gisolo Col Gary G
3 Joumal 21 0@ Dave West Fri 3/10/00 7:12 PM
]@ Mates Awesome reference page. .. .check it out! <end=
% Outbox 23 Dave Wesk Fri 3/10/00 7:06 PM
Folder -4 Pocketioor | Original Message-----
. F-4E Saved E-mails From:  nobody@groupstudy, com [mailto:nobody@groupstudy. com] On Behalf OF
Llst 5T Sent llems Alex Remeslennik
S Tasks 2 Fax Maj Vaughn P Fri 3/10{00 4:36 FM =
- ieb Stulf Gents, you may want to attend this. Highly recommend you do. -
[]---@ Personal Folders dsw I—
=12 Public Falders
% ;ﬁ\fpm;f_s Foldes ool Original Message—-----
Sk ¥ @ ;_IIC o EIIS From: Rawson Col Steven W
A1 1;EE'SU°EE' To: MSTP ALL HLNDS
k- Sent: 3/11/00 9:29 AM Preview
B-5E 13MEL . ) <
Subject: FW: Falconview Class N
B-5E 13MEL Pane
5B 1F55G e
B-5E TMARDIY
[]"'@ et F————— Original Message--———-
E-5E 29PALMS . ;
[]—--@ SFSSG »From: Fisolao Col Gary G
My Shartouts & MARDIV =EEnt: Saturday, MNarch 11, 2000 &:40 AM
EM o e _ILI >To: Gary Anderson; Gregory Borgert; Jack Cuddy; James Vesely:
Dther Shartouts | | 4 | | M| |sLe'Ellen Kubow: Robert Schwidle: Ronald Rook: Steven Rawson: Willism =)
|39 Items, & Unread

7/31/2002
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Outlook Proftiles

MSTP

» Tells where to go for information

e Can Have More than one

e Tools -> Services

Add 5ervice to Profile E2

Available information services;

Microsoft LDAP Directory

Microsoft Mail

113 Qutlook, support For Lotus co; Mail
Cutlook, Address Book,

Personal Address Book

[

o |

Cancel |
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Microsoft Exchange Server
General I Advanced I Dial-Up Metwarking I Remaote kail I

Microsoft Exchange server:
fcaroiE

Services

Services | Deliveryl .&ddressingl

The Following information services are set up in this profile:

=

Development Files
Digital Dashboard

\ Remove

Copy. ., | About, .. |

( F'[-:upertles

21X

Mailbo:
!Blackwu:u:ud Mr Wayne S

Check Mame |
—wWhen starting

" automatically detect connection state
' Manually control connection state

V¥ hoose the conneckion kype when skarting:

Default connection stake
' Connect with the netwark

W

| 30 Seconds Unkil Server Connection Timeout

" work offline and use dial-up networking

x|

o]

Cancel Apply Help

OF.

Cancel

Help

Loy
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LOCATION OF PROFILE

MS-DOS Client
— Install directory of client
« exchange.pro
Windows 3.x client
— Normal users - exchange.ini
— Roving users - Win.ini add the following:
[IMAPI]
ProfileDirectory16=<path>
Win 95 - Located in user’s profile

— Reqistry \HKey_CURRENT_USER\Software\Microsoft\Windows Messaging
Subsystem\Profiles

NT- Located in user’s profile

— Registry \HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows
Messaging Subsystem\Profiles

MSTP
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Folders
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Outlock Shortcuts

Folder Lisk x
@ Development Files
-0 Digital D ashboard
E@ Outlook Today - [Mailbox - Hensley Cay
o Calendar
ﬁ% Contacts

~£3 Deleted Items (1)

* Three Types
— Server Based

Personal (.pst)

* Private Private (priv.edb)

(may be offline store)

* Public

— Offline Store
o .ost file

F-5E Saved E-mail:

&= Sent ltems

Tasks

----- SEY Wb Stuff

[]---@ Persanal | Folders

=153 Public Folders
E@ Farvarites

Personal (.pst)

L.¢F TSB Calander
-$E Al Public Folders <

Public (pub.edb)

(may be offline)

* On client

— Personal Store
* .pstfile

Other Shortcuts 4| | »

[ O n CI ie nt 38 Items, & Unread
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& Inbox - Microsoft Dutlook

JEiIe Edit Wew Fawvorites Tools Actions Help |

= forward | 25 SendjReceive Find % Crganize | B -
21 d

(=Y L T [

Services | Delivery | Addressing |

|Subject

The Following inFarmation services are set up in this profile:

wood Mr Wayn

Micr i Exchange S
Personal Folders

Defrag secrets Thu /3172000 5;22 AM

TechRepublic: https fvame, techrepublic, com

P & ED BOTT'S MICROSOFT CHALLEMGE TECHMAIL
xl (oo Yo Create Microsoft Personal Folders x|

hanan?S@hotmail, com You Have Received A Messag File :
bilable infFormation services: U Have Received An E-PostCard -

- U Can Pick it up at Rkbpe g, berkeleysprings. comfigetposte
Microsoft Exchange Server ‘LI Hawe Disk. .. I ur Pin Murnber is @ 18927

M!EFDSDFt LD-‘_:'-F' Directory uterwarld_Daily@Cormputerw... Developer unleashes Palm
Microsofk Mail | Remowve I

M5 Ouktlook t For Lok ’ .
O,_IHDLD'kD;ddi;gE%rDDEr o Create,/0Open Personal Folders File ?

Add Service to Profile

nd SettingsiblackwoodwsiLoc:

me : I Iy Personal Folders

—Encryption Setting

Loak in: Iﬁ COutlook, j = E‘F , " Best Encrypion
| Password: |

Werify Password: I

[~ save this password in your password lisk

(a]4 I Cancel Help

02000 12:14 PM

File: narme( im ) Ope
: : | ||
Files of type: IF'ST Files [* pst) j Cancel

Cc:
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Select Tools | Options
Click Other Tab |
Click Auto Archive

7/31/2002

Auto Archive Options
MSTP

Preferences I Mail Services I Mail Formak I Spelling I Security  Okher |Delegates I

General

% [~ Empty the Deleted Ikems Folder upon exiting

Advanced Options. .. |

Aukodrchive

in wour wastebasket,

Autodrchive moves old items into an archive store and deletes items

Autofrchive., .

Preview pane

——} Orevisiy Oane

Ilse these options to customize the appearance and behavior of the

AutoArchive EHE3

W Autoarchive every: |14 jl days

¥ Frompt before Autodrchive
¥ Delete expired items when Autodrchiving {e-mail Folders only)

Default archive File:

Browse, .. |

Preview Pane...

IC:'I,WINDOWS'I,F'.ppIicatiDn DratalMicrosaftyCuklook) archis

To specify which folders should be Autodrchived, go ko the Properties dialog
b For each folder and select the "Clean oot items alder than" chedk bos:,

(0] 4 I Cancel

Zancel
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Outlook 2000

MSTP

[.ab #6

Create A Profile
Make Folder Available Off-Line
Create A Personal Folder

20 Minutes
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Right-click:

Properties |
Permissions

7/31/2002

Microzoft Dutlook

Help Topics Back

Options

Delegates & Permission

MSTP

Compare Delegate Access, shared private folders, and public felders

Yol must use Microsoft Exchange Server to use the Delegate Access feature and public falders, and to share your private

Use this

To do this

Examples

Shared private
folders

Delegate Access

Public folders

Give One or mare persans
permission to read, modify,
create, or delete infarmation in
wour private folders.

Give s0meone permission to
send messages an your
hehalf, accept meeting and
task requests for yau, ar
manage information in your
private folders.,

Share information with a

wiorkgroup, department, or
COMpPany.

Youwant a colleague to see
your task list.

You want your manager to
see your schedule.

You have an assistant who
helps you manage yaur
e-mail messages and your
schedule while you are out of
the office.

Yourwarkgroup wants to
share atask list or post and
respond to ideas online in a
public fararm.

Your company wants a
calendarwhere everyone can
see the latest holidays and
company events.
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Public Folders

MSTP

-

v Shortouts

7/31/2002

jmm— — j Public Folders:
=20 Public Folders -

= All Public Folders:
- SOMAR
: i Y our Organization

eV ESrOUpRE
] MAGTF Staff Training Program
by Alpha Roster
-5 Branches
[-$E MDS M3GS
-$E MSTP Academics
G1-5E MSTP Users
F-5E) Systems Support
L% Weh Documents
----- YE1 MARFORK
-5 MaRFORPAC
-5 MCB Camp Pendleton
- MCEH
- MCEC
-5 MR Support
-5 Metwork Operations Center
----- %51 MOC Help Desk Calendar
157 Quanticn MR =

|y O e R ey O oy O e O |
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Creating/Deleting Public Folders

MSTP

* Right Mouse Click

e Select Appropriate
action

* Properties
— Security

— Forms

7/31/2002

Systemn Support

Falder List

@ |SMD Helpdesk
Ll |TE HE Calendar
«qﬁ Jourmal

H-4E Lejeuns

----- A let's

- GE MAGT2

E1-5E MAGTF Staff Training Proaram
Rﬁ Academic Officer

-5 Admiristrative

F-5E Al Billets

§% Alpha Roster

F1 Component Branch

T Conbractor

5B Deleted ltems

1 Deputy Director

ExRyE] Halp Dect Arplication |

@ Ik (= open

Cpen in Mew Window
Send Link ko This Folder
Advanced Find. ..

B
q‘\ﬁ b

@ o s@ Mowe"Heln Desk Spplication . .
E Q@S % Copy "Help Desk Application1”. ..
@
LT
_____ B ﬁﬂl ale fename Help Desk spplication .
H-E MAR +7) Mew Folder. ..

Delete "Helm Destk fpplicatin

[

-5 MAR

#1553 MAR Add to Outlook Bar
EE- S Marin Mark &ll as Read
-5 MATI

[

F-AE) MAT! Properties




M5TP Calendar Properties K E3 Right Clle FOldCI' > MSTP Calendar Properties K E
nme Page | Adrministration I Farms I Perrnissians I

Properties Neme: Role:
e e ey
Anonymous Mone
West Maj David ... Onner Remave |
Type: Folder containing Appointment Thems MSTF EXCHANG. .. Owiner =
. ) Hensley Capt Da,..  Owner
Location:  Operations Matthews Maj W...  Publishing Editor BropEtties, . |
Descripkion: Santana 55gt St...  Publishing Editor ;I
—Permissions
Rales: IReviewer j
MSTP Calend roperties [T Create items I Folder owner
. ) o ¥ Read items ™| Falder, conkach
Generall Home Pagli Administration DForms I Permissions I
\When posting to this folder, use: |MstpCalendarPost j o [ Create subfolders I¥' Folder wisible
Initial wiew on folder: i L ’
Edit items ———— Delete tems
[V automatically generate Microsoft Exchange views Drag/Drop posting is a: IMovell'Copy j ' None ' Hone
© Own © Own
&dd folder address to: Personal Address Book | Al Al
Folder Size... |
This Folder is available ta:

[o 4 I Cancel Apply, Helm | ¥ all users with access permission

' Owners only

Folder Assistant. .. |
Moderated Folder. .. |

[o]'4 I Cancel Al Help

Folder path:
| \MAGTF Staff Training ProgramiOperationsiMSTP Calendar

(0] 4 I Cancel Gapply Help
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* Right-click Properties

e Click Administration
tab | Folder Assistant

* Click Add Rule

* (more options click
Advanced)

7/31/2002

Folder Assistants / Rules

MSTP

Folder Assiztant E

These rules wil be applied to messages as they arrive in the folder:

Ackions
FORMMRD TCnSank., .

i e = ] |
[ el ey |

I | Shiov rules for &l profiles

Status Conditions

All Messages

...i| Edi Rule... | Delete Rule |

Edit Rule E
T —When a message arrives that meets the following conditions: ik |
: From.,. I Cancel |
Senk To... | I Help |

[ Sent directly to [ Copied {Cc) to
Subiject: I advanced, . |
Message body: I s e |

Perfarm these actions: [T Do not process subsequent rules

EI™ return to Sender

> [ Delete

€ol Reply with  Teqplare. |
W Forward T | |

Method: IStandard




Public Folder Strategy Single copy

MSTP

Contents on only one server
No replication traffic
Possible bottleneck

Client must have appropriate Windows NT
permissions 1f folder 1s located on server
in other domain

No fault tolerance for folder contents
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Public Folder Strategy Replicas

MSTP

* Contents on multiple servers

* Load balancing

 Fault tolerance

* Allows access to clients from untrusted domains

* Network and messaging bandwidth for
replication processes
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@ Exchange Internet Integration _

Directory Internet Mail
Service Service

i

Information Internet News

\
= Store Service
[
= 1 "=} = IMAP4
Exchange : i <€oooo, m POP3
Server IS & Outlook Web Access ~~1|"> SMTP
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Outlook Web Access

MSTP

« Exchange Outlook Web Access Allows
Browser-based Access to a Mailbox +

» Default Setup Requires a Browser that
Supports Frames and Java Script

* Requires Microsoft IIS 3.0 and Microsoft
Active Server Pages Minimum

* Use the URL of |IS with Active Server
Pages to Log On to Exchange Server
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HTTP

=

MAPI over

Exchange Server Computers
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Server Architecture
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Outlook Web Access

MSTP

* Microsoft offers Outlook Web access as
a feature of Microsoft Exchange Server

* Outlook Web requires no desktop

Installation - requirements

* Web browser that supports HTML 3.2 & Java
controls
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Outlook Web Access

MSTP

* Web access gives users secure access
— Basic E-mall
— Basic calendar and group scheduling
— Basic public folder access
— Collaborative applications

* Limitations to advanced features
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Accessing Web Access
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 From any Web browser, use a Uniform

Resource Locator (URL)
« HTTP:// lIS Server name/exchange

— Use the Exchange Server name only if IIS is loaded
on the Exchange Server

Al A ] e 1 R ¢ S B
Jack Farywvard Stop Refresh  Home search  Favortes  Histor
dress |@ it 136,156,155 45/ changelogen asp

iy
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a Microzoft Dutlook Web Access - Logon - Microsoft Internet Explorer
J Eile Edit “iew Favortes Toolz Help

@_4.@@5‘@@63

Back Earward Stop Refresh Home Search Fawortes  History

- 9 #HA . B 9

GET Frint Edit Dizcugs  Real com

J.ﬁ.gldless I@ hitps: /4138156165, 48/ exchange/logan. asp j 6)60

J Links ] Customize Links ] Free Hotmall &7 %indows

Web Accss

for Microsoft (E) Exchange Server

Wersion 5.5 3F3 Log On I
Microsoft (F) Owtlook (TI) Web Access is a Microsoft Fxchange Active Server

&pplication that gives ywou private access to your Microsoft Outlook ot Microsoft Exchange
personal e-mail account 2o that wou can wiew your Inbox from aty Web Browser. It also
allows you to view Exchange server public folders and the Address Book from the World
Wide Wieb. Anyone can post messages anotrmously to public folders or search for users
in the Address Book Formore information about this Outlook product, click here.

Type wour aliss and then click here
to connect to yout personal e-mail

Public Access Clickhete to:
b

rowse Public Folders, find names
m it the Address Book, and post
Sl messages anonymously.

’_Elﬂ Internet
7/31/2002

In the Mailbox Name box, type in your alias




Outlook Web Access

A Microsoft Dutlook Web Access - Microsoft Internet E xplorer

Edit  “iew Favaortez Tool: Help

¢.*,@ﬁ‘@@€3%-@v@

Back Farsard Stop Fefrezsh  Home Search  Favortes  History I ail Print Edit Dizcuzs  Feal.com
| Address [@] bttps: /135,156 165 48/ekchange oot asp
J Lirks @ Customize Links @ Free Hatrmail @Windows

|°ﬂ%%@|ﬁ@@||messﬁges =] * pagel af2i|?
I]lbﬂI e NG B ail Message

a1 Inihox
@actinn items
Pid inbox

@Rnn Rodgers

' [ @ From Suhject Received
B  FRowseyMajFobert B EE.: GOWWP 3f13/00 4:11 P

B White My Eugene [ EE: [ MEF IMAC ottano Platming 3413400 1:11 FIM
B4 10 Foxlvla Vaughn P RE: MEFEX MEETING AT 1400 TODAY 3/13/00 12:50 PM
RN COWNFIRMATION OF TRAINING 3713500 11:30 AM

Wrable Capt Dlean J Where is TTEMC CAl headed? 3413400 242 AN

B West Maj David 3 FW: Faleotrview Class 3200 F:16 AT

Bed 10 Foxliaj Vaughn P CCHEMTT 3710400 433 FIJ
Bl West Wiaj David 3 Updated POASM for [ MEF MTT 3710400 11:32 AN

¥ A 0 West Wlaj David 3 Open Access 00 Coordination Meeting, 16 Mar 00, 3710400 2:05 AL
14:00 War Room

B4 Maiks Andrea Reminder 310,00 835 A

M raining

B4 Mlatthews hiaj William G, ColDobson's Farewell Dinner 349000 3:50 PV
B Vrable CaptDeanl HL? 309,00 3:43 FMI
Bed 10 Foxliaj Vaughn P ELI CONFERENCE 3/9/00 1.06 M
B4 Kathy Chromy Booking form 39000 8:43 ALT

oA D mle T mnsale s - A tint mF Alema TIT ada PP sl IOI0 S A TRT

100000 ooooooooal

-

|@ Shortcut to javascript parent. DeletedliMeszages() I_E|ﬂ Internet




Anonymous Access

MSTP

 Anonymous Users

« Have access only to items to which
administrator assigns access

 Configured from the Exchange Admin
program
» Access given to Global Address List
» Public Folders (must create shortcut)
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Anonymous Access
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Web Access

This is a restricted site intended for only the
MWAGTE Staff Traming Program.

Log On |
Exchange Users Only:
Type your alias and then 5 =) @ ﬁ @ @ @
click hers t C.Ume':t to yout Back Farnard Stop Refresh Home: Search  Fawvorites  History
personal e-mail accout,
, Acldress |&] ritps:i35.156 165 48lexchangeitont aspPacs=anon
Public Access Clickhere to:
browse Public Folders, find
natmes it the Address Boolg . | ?
and post messages
anonymously. Puhlic = g
rie | Public Folders
‘@’g\
Find E1Public Folders
F Names @acapEncs
or anonymous - Y MEF MTT
4 s Sl
'g-r G211 MEF MTT

access, click on cgor | I
Public Access
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Outlook Web Access
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Lab #7
Installing OWA

40 Minutes
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Exchange Issues
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Putting It All
Together
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Deployment Complexities
 —————————————\ISTP

* Topology issues
— Network security
— Authentication
— Capacity
* Operational issues
— Server interactions
— Managing user expectations
— Proliferation of clients
— Kiosk operation
— Extending/customizing OWA
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Planning Network Security
MSTP

.

i

Domain
controller

Internet
Information Server

Firewalls placed Exchange
here need to Server

7/31/2002
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Planning Network Security
MSTP

.

i

Domain
controller

Internet
Information Server

e

uui
Ill||
lllll

Firewalls placed | — Exchange
here need to Server
pass HTTP |
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Planning Network Security
MSTP

Domain
controller

Internet
Information Server

e

um
|||Il

Hl m Exchange

. / IlIII Server
Firewalls placed here need
to pass Exchange RPC, and |||
Windows NT authentication
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Authentication Basic

MSTP

* Pro: Supported by all browsers

e Pro: Can access all
Exchange resources

 Con: Relatively insecure
* Con: Authentication popup
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Cllents

Internet Exchange
Information Servers Servers
¥ Internet
. Information Server
and Exchange,

Single Server

Clients

Authentication occurs at
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Authentication Basic over SSL

MSTP

* Pro: Supported by most browsers

e Pro: Can access all
Exchange resources

* Pro: Very secure
* Con: Authentication popup

* OWA 5.5 support 1s optimized for
Internet Information Server 4.0
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Clients

Internet Exchange
Informatlon Servers Servers

..... l Internet

i Information Server
and Exchange,
Single Server

Clients

Authentication occurs at
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Authentication Anonymous

MSTP

* Pro: Supported by all browsers
* Pro: No authentication popup

* Con: No security 1dentity.
Users may only access
unsecured resources

 This 1s a special use of OWA,
best applied to public-folder and/or directory
content
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Clients - -
™
Internet Exchange

Information Servers Servers

..... l Internet

i Information Server
and Exchange,
Single Server

Clients
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Installation

NS
N VE
Nt

 Microsoft® Windows NT® 4.0

— Microsoft Windows NT 4.0
Service Pack 3 (SP3) Minimum

— Microsoft Internet Information Server (lIS)

« Exchange 5.5 is supported with
Internet Information Server 3.0 or
Internet Information Server 4.0

— Active Server Pages

e |nstall the Windows NT
Hotfix for ASP (ASP-MEMFIX)

« Exchange Server
— QOutlook Web Access

7/31/2002
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* The ‘Log on Locally’ right

— Each Windows NT account that will
be accessing the Exchange Server
via OWA must have the
Log on Locally right assigned on
the Internet Information Server

 Password authentication methods

— The WWW service on the Internet Information
Server must be configured for the appropriate
password authentication method
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OWA Operation
————— T3

* Managing user expectations
— Ul repainting 1s slower

— The “Back” button can cause
unexpected results

— Mouse and keyboard semantics differ
 Clicking, drag-and-drop, accelerators

— No embedded OLE attachments

— OWA 1s a separate login session with timeout and
logout 1ssues
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Anonymous Access
Y —————MSTP

In Exch Admin, open HTTP Site Settings

Select the ‘Allow anonymous users to access
the anonymous public folders’ check box

Click the Folder Shortcuts tab

Click New to add folders for anonymous
viewing

Published folders must have at least Read
permission granted to the Anonymous account
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Common Issues
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» Failed to get inbox at logon
— Authentication configuration
— Password List ((PWL) corruption

— Log on locally rights not setup

_ KB articles: Q167003, 0173451, 0173676, 0175122,
0189654, 0175698, 0174352, 0173470, 0165661,
0166994, 0165987
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Common Issues

MSTP

 Sorry! The Exchange Server 1s down
or the HTTP service has been disabled
by an administrator
— The HTTP protocol may be disabled...

— Verify that registry values for the Organization, Site, and
Server names of the Exchange Server to which you are
connecting are correct
« HKEY LOCAL MACHINE\SY STEM\CurrentControlSet\Services\M

SExchangeWeb\Parameters

— KB articles: Q165712, Q173455, Q180417, Q174709,

Q0167003
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Common Issues
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e Access 1s denied

— The password may have been
typed incorrectly...

— The username may have been typed incorrectly.
Retype the user name, double checking
capitalization,
and so forth. Use the <Domain>\<Username>
format

— You may not have the Log on Locally right on the
Internet Information Server

— KB articles: 0169649, Q173470
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Common Issues
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 Unable to render view
424 object required

— Some required OWA files are missing!

— Back up the \Exchsrvr\Webdata directory on the
Exchange Server

— Remove OWA

— Delete the \Webdata directory.
— Reinstall OWA

— KB article: Q178154
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Common Issues
MSTP

 Unable to render view

— The following registry keys on the computer
running the OWA components have incorrect
security permissions:

« HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeWEB

« HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet\Services\W3SVC

— KB article: Q184304
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Take a break!
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